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Introduction

ThisAcceptableUsePolicy ("AUP”) setsforthtermsand conditionsforacceptable
accessanduse of CIMCON Software’s ("CIMCON”, “we” or*us”) softwareasa
service products (collectively, “Services”) by authorized customers and their users
(collectively, “Users”) and supplements any written agreement between CIMCON
andaUser. ThisAUP isnot meanttobe exhaustive, but setsforthexamples of
conduct deemed by CIMCON to be inappropriate, improper or harmful to CIMCON's
and its third party service providers’ networks and services and thereby prohibited.
Therestrictionssetforthinthis AUP shall apply toaUser'semployeesand any
otherpersonorentitythatisprovidedaccesstothe CIMCON Servicesdirectly or
indirectly by aUser (the“Affiliates”). By accessing or usingthe Services, each
User acknowledges thatitis authorizedto enterintothis AUPandhasread,
understood and agrees to comply with the terms of this AUP, will cause its
Affiliates comply with this AUP, and will be responsible for violations of this
AUP by its Affiliates. If User does not agree to this AUP, then do not use the
Services.

Wereservetheright to modify thisAUP fromtimetotimein oursolediscretion
without notice; such changes will take effect uponthe posting of suchrevised
termsonthiswebsite. Accordingly, we recommend that Users check thisAUP
periodically. A User’s continued access or use of a Services after the posting of such
revisedtermsconstitutestheUser'sagreementtocomplywithandtobeboundby
suchrevisedterms. Intheeventofany conflictbetweenthisAUPand anyother
policy oragreementreferenced herein, thisAUP shall governinthe absence of
specificlanguageto the contrary in such policy oragreement.

General Conduct

Usermustaccessand usethe Servicesforlawful purposesandinamanner
consistentwiththe permitteduseoftheServices. Unlessotherwiseexpressly
permitted in writing by CIMCON, User may not assign, transfer, distribute, resell,
lease orotherwise provideaccesstoanythird partytotheServices, orusethe



Servicesforthebenefitofanythird party. UsermayonlyusetheServicesin
accordance with this AUP and the CIMCON Subscription Services Agreement

Here's what we won’tallow:
Disruption

. Compromisingtheintegrity of ourorourthird party service providers’
systems. This could include probing, scanning, or testing the vulnerability of
any system or network that hosts our Services.

. Tampering with, reverse-engineering, or hacking our Services,
circumventingany security orauthenticationmeasures, orattemptingto
gain unauthorized access to the Services, related systems, networks, or data

. Modifying, disabling, or compromising the integrity or performance of the
Services orrelated systems, network or data

« Deciphering any transmissions to or from the servers running the Services

« Overwhelming or attempting to overwhelm our infrastructure by imposing
anunreasonablylargeloadonoursystemsthatconsumeextraordinary
resources(CPUs, memory, diskspace, bandwidth, etc.), suchas:

o Using “robots,” “spiders,” “offline readers,” or other automated
systems to sends more request messages to our servers thanahuman
could reasonably sendinthe same period oftime by usinganormal
browser

o Goingfarbeyond the use parameters forany given service as
describedinits corresponding documentation

. Consuminganunreasonableamountofstorageformusic,videos,
pornography, etc., in a way that's unrelated to the purposes for which the
Services were designed

. IfyouareusingtheServiceashostedby CIMCON on Microsoft Azure,
Microsoft’s Acceptable Use Policy within the Microsoft Service Terms shall
also apply and you agree to comply with same. Microsoft’s Service Terms
and incorporated Acceptable Use Policy are available at:_
https://azure.microsoft.com/en-us/support/legal/

. IfyouareusingtheServiceashostedby CIMCONonAWSand/orAWS
Marketplace, AWS’ Acceptable Use Policy shall also apply and you agree to
comply with same. AWS’ Acceptable Use Policy is available at:_
https://aws.amazon.com/aup/



https://www.cimcon.com/images/pdf/CIMCON_Subscription_Services_Agreement_April_15_2019.pdf
https://azure.microsoft.com/en-us/support/legal/
https://azure.microsoft.com/en-us/support/legal/
https://aws.amazon.com/aup/
https://aws.amazon.com/aup/

Wrongful activities

. Misrepresentation of yourself, or disguising the origin of any content
(including by “spoofing”, “phishing”, manipulating headers or other
identifiers, impersonating anyone else, or falsely implying any sponsorship
orassociation with CIMCON orany third party)

« Using the Services to violate the privacy of others, including publishing or
posting other people’s private and confidential information without their
expresspermission, orcollectingorgatheringotherpeople’spersonal
information (including account names or information) from our Services

« Using our Services tostalk, harass, or post direct, specific threats of violence
against others

. UsingtheServicesforanyillegalpurpose,orinviolationofanylaws
(including without limitation data, privacy, and export control laws)

« AccessingorsearchinganypartoftheServicesbyanymeansotherthanour
publicly supported interfaces (forexample, “scraping”)

. Usingmetatagsoranyother*hiddentext”including CIMCON'sorour
suppliers’ product names or trademarks

Inappropriate communications

« Using the Services to generate or send unsolicited communications,
advertising, chain letters, or spam

« Soliciting our users for commercial purposes

. Disparaging CIMCON orourpartners, vendors, or affiliates

. Promoting or advertising products or services other than your own without
appropriate authorization

Inappropriate content

. Posting, uploading, sharing, submitting, or otherwise providing content that:
o InfringesCIMCON'sorathird party’sintellectual property orother
rights, including any copyright, trademark, patent, trade secret, moral
rights, privacy rightsof publicity, orany otherintellectual property
right or proprietary or contractual right
o Youdon't have the right to submit



o Isdeceptive,fraudulent,illegal, obscene,defamatory, libelous,
threatening, harmful to minors, pornographic (including child
pornography, which we will remove and report to law enforcement,
includingtheNational CenterforMissingand Exploited Children),
indecent, harassing, hateful

o Encouragesillegal or tortious conduct or that is otherwise
inappropriate

o Attacks others based on their race, ethnicity, national origin, religion,
sex, gender, sexual orientation, disability, or medical condition

o Containsviruses, bots, worms, scripting exploits, or other similar
materials

o Isintended to beinflammatory

o Couldotherwisecausedamageto CIMCONoranythird party

Inthis AUP, the term “content” means: (1) any information, data, text, software,
code, scripts, music, sound, photos, graphics, videos, messages, tags, interactive
features, orothermaterialsthatyoupost, upload, share, submit, orotherwise
provide in any manner to the Services and (2) any other materials, content, or data
you provide to CIMCON or use with the Services.

Without affecting any other remedies available to us, CIMCON may permanently or
temporarily terminate or suspend a User'saccount oraccesstothe Services
withoutnoticeorliabilityif CIMCON (initssolediscretion) determinesthataUser
oritsAffiliateshasviolatedthisAUPandreservestherighttocooperatewithlegal
authoritiesandthirdpartiesintheinvestigationofallegedwrongdoing. CIMCON
shall not be liable for any damages of any nature suffered by any User, Affiliates, or
anythird party resultinginwholeorinpartfromourexercise of ourrightsunder
this AUP. User agrees to indemnify CIMCON for any and all damages, claims, suits,
costsorexpensesassertedagainstorincurredby CIMCONrelatedtoorin
connectionwith a violation ofthis AUP by User orits Affiliates.



